NAUJOS KARTOS

LIETUVA :

API varty naudojimo instrukcija

2025

.t Finansuoja
LG Europos Sajunga
NextGenera tionEU

Af>#Y NAUJOS KARTOS
871 ) LIETUVA

= \V/SSA




DOKUMENTO METADUOMENYS

Pozymis ReikSmé

Data 2025-09-25

Versija V.2.1.0.

Savininkas Valstybés skaitmeniniy sprendimy agenttra

Autoriai Karolis Zakarevi€ius, Jurgita Jonaityté

Kalba Lietuviy

Licencija CC-BY 4.0

TURINYS

V2 Lo = T RPN 3
Dokumento Versijy ValdyMas.........cooiiuiiiiiriii e e et e e e et e e e et a e e e e aae 3
S Tu ] Lo oS JE=T= Yo o 1= PN 4
1. API katalogo struktaros ir APl apraso jkélimas j GitHUD..............cccooiie 6
2. API sgsajos importavimas, konfiglravimas ir testavimas ..............cccovvviiiieii e, 9
R N g Il oL 11 (| (U £=T1 QY 0 £ F= F TR 20
4. API sasajos eksportavimas ir iSsaugojimas GitHub’'e...........ccccooiiiiiiiii 23
5. OAUth2 apSAUQGOS NUSTALYMAS ......ueviiiiiiiiiiiiiiiiiiiiiiiiiebeeeeiebeeeeeaaee e beeaeeebeseeeeaeaeeennseaneneennnne 27
=1 (=T (] = S SESPPRRRIN 30

= \V/SSA

Finansuoja
Europos Sajunga
NextGenerationEU

NAUJOS KARTOS
LIETUVA



Jvadas

Valstybés skaitmeniniy sprendimy agentira (toliau VSSA) naudoja Gravitee.io API valdymo
platformg API varty sprendimui. Sis vartotojo vadovas padés savarankiskai jdiegti API sgsajas API
vartuose ir jas idtestuoti.

Dokumento versijy valdymas

Dokumento versijavimo principai

Siame dokumente taikomi semantinio versijavimo principai, uztikrinantys aisky ir nuosekly
dokumento atnaujinimy valdyma bei suderinamumag su naudotojy poreikiais. Semantinis
versijavimas leidZia atpaZinti dokumento poky¢€iy mastg ir poveikj, naudojant
MAJOR.MINOR.PATCH formata.

Versijos numerio struktura
Versijos numeris sudaromas pagal Sig schema:
MAJOR.MINOR.PATCH

e MAJOR: Nurodo reik8mingus dokumento pakeitimus, kurie yra nesuderinami su
ankstesnémis versijomis. Tokie pakeitimai gali apimti naujy skyriy pridéjima, esminiy
daliy pa$alinima ar reikSmingg struktdros keitima.

« MINOR: Zymi suderinamus naujy skyriy, funkcionalumy ar paaiskinimy papildymus.
Pavyzdziui, gali bati pridéti papildomi pavyzdziai ar nauja informacija, nekei¢iant esminio
dokumento turinio.

o PATCH: Atspindi nedidelius pataisymus, tokius kaip klaidy taisymas, formuluociy
patikslinimas ar techniniai atnaujinimai, kurie nekeiCia dokumento esmés.

Versijavimo taikymo taisyklés
1. MAJOR numeris didinamas, kai dokumente atlieckami reikSmingi pakeitimai, dél kuriy gali
pasikeisti jo naudojimo principai ar turinio interpretacija.
2. MINOR numeris didinamas, kai pridedama nauja, taciau suderinama informacija arba
funkcionalumai, kurie nepriestarauja esamai dokumento versijai.
3. PATCH numeris didinamas, kai atliekami smulkds pakeitimai ar pataisymai, pavyzdziui,
koreguojamos gramatinés klaidos ar tikslinamos smulkios detalés.

Versijy valdymo gairés
o Versijos numerio nurodymas: Kiekviena dokumento versija zymima aiskiai matomoje
vietoje, pavyzdziui, dokumento pradzioje arba antrastéje.
e Atnaujinimy registras: Visi pakeitimai dokumente registruojami versijy istorijoje, pateikiant
trumpag kiekvieno atnaujinimo apraSyma.
e Pranesimas apie poky¢€ius: Esant MAJOR ar MINOR pakeitimams, naudotojai
informuojami apie naujos versijos prieinamumag bei pagrindinius pokycius.
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https://www.gravitee.io/platform/api-management

Privalumai
o Aiskumas: Naudotojai gali lengvai atpazinti dokumento pokyc€ius pagal versijos numer;.
e Prognozuojamumas: Semantinis versijavimas leidzia i$ anksto suprasti, kokio masto
pokyciy tikétis.
o Skaidrumas: AiSkiai apibrézti versijy pokyciai uztikrina pasitikéjima ir lengvina dokumento
naudojima.
Siy principy taikymas uztikrina tvarkingg dokumento valdymag ir ai§ky bendravimg su visais
naudotojais.

Butinosios sglygos

Prie$ pradedant naudotis API vartais ir vykdyti instrukcijoje nurodytus veiksmus, uztikrinkite, kad
yra jvykdytos visos toliau nurodytos sglygos. Tai bitina norint uztikrinti sklandy darba, iSvengti
galimy klaidy bei tinkamg testavimo ir integracijos aplinka.
o Gauta prieiga prie APl GW repositorijy Github‘e.
o Gauta prieiga prie Gravitee APl valdymo sistemos:
UZztikrinkite, kad turite galiojancius prisijungimo duomenis prie Gravitee API valdymo
sistemos. Be Sios prieigos negalésite pasiekti reikiamy API funkcijy ir vykdyti jy valdymo
veiksmy. Jei prieigos dar neturite, kreipkités j atsakingg administratoriy.
o Prieiga prie interneto:
Jusy darbinis kompiuteris ar jrenginys turi biti prijungtas prie stabilaus interneto tinklo.
Interneto prieiga reikalinga norint pasiekti Gravitee sistema bei siysti ir gauti API uzklausas.
e API uzklausy testavimo galimybés:
Norédami iSbandyti ir patikrinti APl veikimg, naudokite vieng i$ Siy priemoniy:
1. Gravitee ,,Debug” funkcija
= Gravitee portale pasirinkite norimg API ir naudokite integruotg ,,Debug*
funkcijg uzklausoms siysti bei atsakymams stebéti.
= Taileidzia greitai identifikuoti konfiglracijos klaidas ir testuoti API be
papildomy jrankiy.
2. API testavimo jrankiai (CURL arba Postman)
|sitikinkite, kad jusy darbinéje aplinkoje yra jdiegtas bent vienas iS rekomenduojamy
jrankiy:
= cURL - universalus komandinés eilutés jrankis, skirtas HTTP uzklausoms
siysti. Rekomenduojamas tiems, kurie yra jprate dirbti terminale.
= Postman - vizualus ir patogus naudotojui jrankis, leidziantis lengvai kurti,
siysti ir analizuoti APl uzklausas. Ypac naudingas pradedantiesiems arba
dirbant su sudétingesniais API scenarijais.
Naudodami Sias priemones galésite patikrinti API atsakymus, stebéti klaidas bei
jsitikinti, kad API veikia pagal numatytus reikalavimus.

Prie$ pradedant naudotis API vartais ir vykdyti instrukcijoje nurodytus veiksmus, uztikrinkite, kad yra
jvykdytos visos toliau nurodytos sglygos. Tai batina norint uztikrinti sklandy darba, iSvengti galimy
klaidy bei uztikrinti tinkamg testavimo ir integracijos aplinka.
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Papildoma informacija:

Jei nesate tikri, ar visos batinosios salygos jvykdytos, arba jums reikia pagalbos dél jrankiy jdiegimo,
kreipkités j techninj palaikyma ar savo IT skyriy. Be Siy pasiruoS§imo veiksmy negalésite tinkamai
atlikti instrukcijose aprasyty veiksmuy.
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1. APl katalogo strukttros ir APl apraso jkélimas j GitHub

Tikslas: iSmoksite, kaip sukurti ir sutvarkyti API kataloga, jkelti OpenAPI aprasa bei valdyti
pakeitimus GitHub’e naudojant ,branch—pull request—-merge* procesa.

1.1 zingsnis: Prisijungti prie GitHub repozitorijos
Prisijunkite prie GitHub repozitorijos *-nonprod ir atsidarykite katalogg /institucijos/, kuriame rasite

savo institucijai skirtg kataloga.

1.2 zingsnis: Sukurti API kataloga
Savo institucijos kataloge sukurkite API katalogg, kurio pavadinimas sudaromas pagal $ablong:

Projektas-Institucija-Pavadinimas
Pvz.: OOTS-RC-translate-service (tokj patj pavadinimg naudokite ir API vartuose)

Jei turite daugiau nei vieng API — kiekvienam API sukuriamas atskiras katalogas.

Kiekviename API kataloge privalo bati Si struktdra:

e /spec # OpenAPI specifikacijos

e /gravitee # Gravitee eksportai

e /docs # testavimo jrodymai, kiti dokumentai
docs
gravitee
spec

1.3 zingsnis: Openapi.yaml failo jkélimas
| /spec katalogg jkelti savo API apra8g (openapi.yaml failg).

apigw-ext-nonprod / institucijos / vssa / api_pavyzdys / spec/ api_pavyzdysyaml in main

Edit Preview

1 enter file contents here

1.4 zingsnis: Pakeitimy pateikimas GitHub

Paspauskite Commit changes mygtuka.
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Spaces # 2 % Mo wrap *

Pasirinkite Create branch ir paspauskite Propose changes.

Propose changes X
Commit message
Create api_pavyzdys.yaml

Extended description

Pakeitimo aprasymas (parasyti kas jkeliama)

O commit directly to the main branch

© Create a new branch for this commit and start a pull request Learn

more about pull requests

[ 1% VSSA-patch-1| ]

Cancel Propose changes

Sukurkite Pull Request.

1.5 zingsnis: Pakeitimy perzitra ir patvirtinimas

Tolimesni veiksmai galimi tik tada, kai API repozitorijos administratorius patvirtins pakeitima.

° Vytbel approved these changes now

View reviewed changes

° Changes approved

1 approving review by reviewers with write access.

No conflicts with base branch
Merging can be performed automatically.

Merge pull request Al You can also merge this with the command line. View command line instructions,

1.6 zingsnis: Pakeitimy sujungimas (merge)

Paspauskite Merge pull request.
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Paspauskite Confirm merge.
Paspauskite Delete branch.

Pull request successfully merged and closed Delete branch
You're all set — the wssa-patch-1 branch can be safely deleted.
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2. APl sgsajos importavimas, konfiguravimas ir testavimas

Tikslas: iSmoksite, kaip importuoti ir dokumentuoti API sgsajg Gravitee APl valdymo platformoje.

2.1 zingsnis: Prisijungimas prie Gravitee. Pradékite prisijlungdami prie Gravitee:

gravitee.o

Sign In

to continue to the APIM Console

IVartotojo vardas (el. pastas)

SlaptaZodis
GOOGLE

Prisijunge rasite dvi aplinkas:

o API valdymo konsolé (APl Management Console) — skirta API karimui, konfigdravimui ir

publikavimui.
o Developer Portal — skirtas API vartotojams, kad jie galéty rasti, prenumeruoti ir naudoti

jasy API.

APl Management Developer Portal @

2.2 zingsnis: NarSymas j APl sasajas. APl valdymo konsoléje paspauskite mygtukg ,API* kaireje
esanCiame narSymo skydelyje:
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APl Management
g

Environment

Default environment -

Q

Dashboard

8 B

APIs
Integrations
Applications

Gateways

N
©
e

Audit

Analytics

@ Alerts

{ﬁ} Settings

2.3 zingsnis: API sasajos pridéjimas

Paspauskite mygtukg ,Add API“ virSutiniame deSiniajame kampe.

r OcfO
iner Visibility
2.4 zingsnis: Turimos API sgsajos importavimas

Pasirinkite ,Import V4 API*
(Importavimo opcijos i§ galimy: YML, YAML, JSON)
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Choose API creation method

Choose from the main options to start building your APIL.

57

Create Classic API

Proxy an HT TP service using the classic (V2) version of Gravitee's
AP| definition.

Create V2 API Import V2 API Design APl (]

)

Create New API

Proxy an HT TP service. mediate between message brokers and
HTTP and expose the native Kafka protocol using the new (V&)

version of Gravitee's API definition.

Create V4 API

Import V& API

Not sure which version to pick? V4 contains most of V2 functionality, but has some limitations.  LearnMore

2.5 zingsnis: Pasirinkite pazymétus laukus bei pasirinkite savo OpenAPI failg i$ lokalaus
kompiuterio ir jkelkite. Paspauskite ,Import API, kad testuméte.

Import API

API format

G

Gravitee definition

C

@

OpenAPI specification

File source

=

Local file

° @

Remote source

Openapd.yam

Options

Create documentation page from spec

Q This will add a documentation page for this API using the OpenAP| spec used during the import. This page will be published automatically

(you can change this later).

Add OpenAPI Specification Validation

Q This will add an OpenAP| Specification validation policy with all options enabled (you can change this later).

Import API Cancel

= VSSA
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2.6 zingsnis: API sasajos informacijos uzpildymas Gravitee

UZpildykite privalomus laukelius:
o Name - jveskite API sgsajos pavadinimg formatu:
Projektas-Institucija-Pavadinimas, Pvz.: OOTS-RC-translate-service
e Version — nurodykite versijg. Privaloma pradéti nuo: 1.0.0
o Description — trumpai aprasSykite AP| sgsajg: kam ji skirta, kokia jos paskirtis.
o Label — jra8ykite susijusig informacine sistemg ir paspauskite Enter.

Paspauskite ,Save®, kad testuméte.

‘ama version” AR picture API background
Projektas-Institucija-pavadinimas 1.0.0 | H
~ v P ‘ I} Click here o grag an
: ' [ E: image
Cia parasytas APl sgsajos paskirties apradymas 1 L L I Max 500KB
#4 [ .
5 " 4 J tal ityté
Zemés infarmacing sistema € Owner urgita Jonaityte
Created Sep 4, 2025, 9:50:40 AM

Last connection

Cateqories -
Sep 4. 2025, 10:33:31AM

2, Export v [y Duplicate

Danger Zone

Start the APL It will be available on all gateways (depending on sharding tags). Start the API
Publish the API. It will be available on portal (depending on visibility/rights). Publish the API
Make this AP| public. Everyone can see it. Make Public
Deprecate this APL. It will no longer be published on partal. Deprecate
Delete this AP Delete

You have unsaved changes Discard m

2.7 zingsnis: Nustatyti Entrypoint (Context-path)

Context-path turi bati nurodytas rankiniu badu.
1. Eikite ] APl — Entrypoints skiltj ir pasirinkite Entrypoints.
2. Lauke Context-path jrasyk kelig, per kurj vartotojai kreipsis j tavo API.
Turi prasidéti su / (pvz. /projektas-institucija-pavadinimas).

o Gali turéti raides, skaicius, braksnelius (-).
o Negalima naudoti tasko (.).
o Turi bati mazosiomis raidémis.
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o Pvz. teisinga reikSmé: /oots-rc-translate-service.
3. Paspauskite Save changes — Sis context-path taps jusy API vieSu adresu per API vartus,
pvz.:

https://test-api.gov.It/oots-rc-translate-service/...

Entrypoints

ﬁ} Configuration

Define the protocol and configuration settings by which the APl consumer accesses the Gateway API

5] Entrypoints I_l
[ Endpoints Entrypoints MCP Entrypoint Response Templates

@ Policies

ntrypoint context-paths nable virtual hosts
(% Consumers Entrypoint context-path: + Enable virtual host
B bocumentation Context-path

57 Deployment

|1 API Traffic I Igots-rg-translate-service/ I

© Alerts

Q Debug

Add context-path

‘Save changes Reset

Exposed Entrypoints ()

https:/itest-api.gov.It/oots-rc-translate-service I_D

2.8 zingsnis: Nustatyti Endpoint (Backend target URL)
Endpoint yra galinis adresas, | kurj Gravitee nukreips uzklausas.

1. Importo metu dazniausiai server sekcija i OpenAPI failo uzsipildo kaip Endpoint.
2. Eikite j APl > Endpoints, pasirinkite skiltj Endpoints ir paspauskite Edit Endpoint mygtuka.

Projektas-Institucija-pavadin... End pOintS

Projektas-Institucija
pavadinimas (1.0.0) Define the protocol and configuration settings by which the Gateway AP| will fetch data from, or
post data to, the backend API

{§} Configuration

3] Entrypoints Endpoints Failover Health Check Dashboard

[Z Endpoints

@ Policies default- HTTP Round Default Edit
group @ proxy Q: robin i

(32 Consumers

O pocumentation NAME OPTIONS WEIGHT ACTIONS

,ﬁ? Deployment

default 1 V4

1 API Traffic

@ Alerts

Add endpoint
(&) Debug

3. Patikrink, ar adrese nurodytas teisingas kelias (pvz. https://backend.systema.lt/v1). Cia turi
bati tikras jasy sistemos URL, prie kurio Gravitee kreipsis.
4. Jeireikia, pakoreguok rankiniu badu.
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https://backend.systema.lt/v1

{5} Configuration

Endpoints

5] Entrypoints
Endpaints
Policies
Consumers

B Documentation

57 Deployment

1 API Traffic

© Alerts

(+1 Debug

2.9 zingsnis: Plano konfiguravimas ir APl publikavimas

Plano sukirimas:

< Goback to your endpoints

default-group

Configure your APl endpoint access

General

default

https://backend systemas. Itivi

The target url to use to contact the backend. (Supports ELand secrets)

Configure the load balancer

1

Configure tenants

Tenants

Validate my endpoints

o Eikite | APl Consumers skiltj, PUBLISHED dalyje pasirinkite “Add new plan”.

Projektas-Institucija-Informa..

® Stopped M & Out Of Sync

{8 Configuration
3] Entrypoints

[+ Endpoints

[&] Policies

(2 Consumers

) pecumentation
5Y Deployment

i1 API Traffic

O Alerts

) Debug

Consumers

This APl is out of sync.

Manage how your AP is consumed

Subscriptions

« PUBLISHED (0)

Type

There is no plan (yet).

o Pasirinkite plang: Keyless (public).

= VSSA
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Broadcasts

mTLS
OAuth2
JWT

APl Key

Keyless (public)

Pastaba: jei API neturi biiti viesas, naudokite planus su OAuth2 arba JWT.( APl Key
nerekomenduojamas).

Plano nustatymai:
o Plan skiltyje jveskite pavadinima, pvz.: ,Planas be rakty testavimui“ (galite naudoti ir
kitg jums tinkamg vardg).
Pridekite trumpg plano aprasyma.
Paspauskite Next, kad testuméte.
Paspauskite Create, kad sukurtuméte plana.

< Plan

@ ceneral Restriction

Planas be rakty testavimui ‘

26/50
= Description,

Planas be rakty testavimui

——

Characteristics ‘

Conditions

Page of General Conditions -

Deployment

Sharding tags hd

Access-Control

Groups excluded -
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@ cenera @ Restriction

Rate Limiting
©®  Rate limit how many HTTR requests an application can make ina given peried of seconds or minutes.

Quota
€ atelimithow many HT TP requests an application can make in a given period of hours, days or months.

Resource Filtering
@ Restrictresources according to whitelist and / or blacklist rules.

o3

Plano publikavimas:
o Skiltyje STAGING pasirinkite “Publish the plan”.

+ Addnew plan
/ STAGING (1) JPUBLISHED (0) DEPRECATED (0)  CLOSED (0)
Name Type Status Deploy on
Planas be rakty testavimui KEY_LESS STAGING Vi X

API aktyvavimas:
o VirSuje paspauskite Deploy API.
o |JraSykite priezastj (pvz., ,Pirmoji publikacija testavimui®).
o Paspauskite Deploy.

This APl is out of sync. Deploy API

Deploy your API

Brovida s lat

Testinis API

2.10 zingsnis. Jjungti ir publikuoti API
API ,Configurations® dalyje pasirinkti ,Start the API“ ir ,Publish the API*

Danger Zone funkcijos:

Start the API: Jjungia API veikimg ir jg bus galima pasiekti pagal priskirtg adresg (endpoint).
Naudojama tada, kai API jau paruostas naudojimui.

Publish the API: Publikuoja API j Developer portalg. API matysis API kataloge, bet tik tiems
vartotojams, kurie turi atitinkamas teises arba kuriems leidzia visibility nustatymai.

Make public: API bus visiems matomas Developer portale.

API ,Configurations® dalyje pasirinkti ,Start the API* ir ,Publish the API*.
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Projektas ucija-Informa.

© siopped

Configuration

Configuration
General User Permissions

Manage general settings, user permissions, properties, and resources, and track changes to your AP|

Properties Resources Notifications
Entrypoints
Endpoints Nams Version APl picture APIBackgrouna
Policies ’/Pm]ektas—\nsmucw]arln(crmscnneSwslems—pavammmss l ’/vn,n
Clckhere or
Gonsumers =
image
P, Batina paradyti API sgsajos paskirt] (et
%
59 Deployment
AP Traffic Owner  JurgitaJonaityte
| Start API
Alerts Created  Sep, 2025, 9:50:40 AM
Sep 4, 2025, 10:17:43 AM
Cancel
& espor e phcate

Danger Zone

Delete this AL

Start the APL It will be available on all gateways (depending on sharding tags)
Bublish the ARI. twill be available on portal (depending on visibility/rights).
Make this API public. Everyone can see it

Deprecate this APL It will no longer be published on portal

Publish the API

Make Public

Deprecate

Delete

Projektas-Institucija-informa.

o ot Puplsnes

Configuration

{8 Configuration

Manage general settings. user permissions. properties, and resources, and track changes to your API

Properties

Resources

General User Permissions
Entry;

Endpoints -

Policies r’ I L

| [0

(> Consum

Documentation

BUtina paradyti AP s3sajos paskirt]

Notifications

APlpiture AP Backgiound

Clickhereor dragan

image
Max S00KE

AP Traffic
| Publish API

Alerts

Debug

- .

53

Are you sure you want to publish the API?

Owner  Jurgita Jonaityté
Created  Sep 4,2025,9:50:40 AM
Last connection

Sep 4, 2025, 10:21:50 AM

Danger Zone

Stop the APL. It will no longer be available on all gateways.

Publish the API. It will be available on portal (depending on visibility/rights).
Make this ABI public. Everyone can see it

Deprecate this APL. It will no longer be published on portal

Delete this API. A running or published API cannot be deleted

Stopthe APl

Make Public

Deprecate

Delete

2.11 zingsnis: Prisijungimas prie Developer portalo ir APl radimas

Prisijunkite prie Developer portalo

@ APl Management

Developer Portal o

Pagrindiniame Developer portalo puslapyje matysite API kataloga.

Jei API buvo Start ir Publish, jis bus Siame kataloge (bet priklausomai nuo nustatyto visibility,

matys tik tam tikros grupés vartotojai).
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‘ - Dashboard Applications Documentation

oo
a6 AlAPIS Featured W Starred & Trending Q. Search APl

5L categories

All APIs

Projektas-Institucija-Pavadinimas

L Cia paradytas API sasajos paskirties apradymas
VIEW APT

Paspaudus ant savo API pavadinimo, atsivers jos apraSymas:

1.0.0
“ L" Projektas-Institucija-pavadinimas

< Backto catalog

DESCRIPTION o
Version 1.0.0

- Jurgita Jonaityté
hed at Sep4, 2025

Cia paraSytas APT sgsajos paskirties apraSymas
Access URL

https://test-api.gov.lt/api/v3

Labels

Ratings

SHARE YOUR REVIEW

Would you recommend this API 7 .
Be the first to rate
In a word

Explain to us why

Access URL - tai galutinis API adresas (endpoint), kuriuo galima pasiekti API per API vartus
(aplikacijos, Postman testavimui ir t.t.)

Jei API yra apsaugota (pvz., reikia APl Key, OAuth2 token), vien URL neuztenka — vartotojui taip
pat reikés atitinkamos autorizacijos.

2.12 zingsnis: API testavimas
Norédami patikrinti, ar API veikia tinkamai, galite naudoti Siuos bidus:

a) Gravitee Debug funkcija

I 25N e Finansuoja
o S Europos Sajunga
- GRS

NextGenerationEU
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1. Pasirinkite skiltj Debug.

APl Management Developer Portal &

Erwironment Projektas-Institucija-pavadin...

Default environment ~ ® Started

@) {8} Configuration

3] Entrypoints

(@ Dashboard
(3 Endpoints

APls
@ Policies

Integrations o
A

Applications [ Documentation
Gateways 5?7 Deployment
Audit |1 APITraffic
Analytics © Alerts

© Alerts @ Debug

{5} Settings

2. |veskite norimg uzklausg (pvz., testinj GET ar POST su parametrais).

3. Paleiskite testqg ir perzitrékite atsakyma bei visg uzklausos/atsakymo kelig.

4. Jeireikia, atlikite pataisymus API specifikacijoje ar konfiguracijoje.

b) 18oriniai testavimo jrankiai (pvz., Postman)
1. Atidarykite Postman ar kitg API sgsajy testavimo jrankj.
2. API URL adresg paimkite iS Developer portalo.
3. Nenaudodami jokio API rakto, paspauskite Send ir perziarékite atsakyma.

I 25N .t Finansuoja
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3. API politiky taikymas

Tikslas: iSmokti, kaip taikyti politikg esamoms API sgsajoms.
3.1 zZingsnis:
Prisijungimas prie Gravitee. Pradekite prisijungdami prie Gravitee API valdymo konsolés.

3.2 zingsnis:
NarSymas j API Kairiajame narSymo skydelyje paspauskite mygtukg ,API*.

3.3 zingsnis: Pasirinkite savo API
IS API sagraso pasirinkite norimg API, kurj importavote prie$ tai.

3.4 zingsnis:
Atidarykite politikos studija
Kai busite savo API viduje, narSykite | "Policies" skiltj i kairiojo meniu.

@} APl Management Developer Portal &

Environment Projektas-Institucija-pavadin...

Default environment « ® Started Y © Published

Q {8} Configuration

3] Entrypoints

(@ Dashboard
[3 Endpoints

APls
@ Policies

Integrations G Congumers
A

Appicetions ] Documentation

Gateways 57 Deployment
Audit ||| API Traffic
Analytics © Alerts

© Alerts @ Debug

S} Settings

3.5 zingsnis:
NarSymas j srautus Politikos studijoje pamatysite skyriy "Request phase". Paspauskite mygtukg
+“-
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Policies

Policies let you customize and enhance your AP| behavior and functionality

Froxy @ @
Flows @ {E} Flow details
Q, Search by name, path, or group... Path ( PathOperator STARTS_WITH HTTP methods ALL
Plan: Planas be rakty testavimui +
Request phase Policies will be applied during the connection establishment
ALL I :

(@ rTTRPIOxy | > —> (@ HTTP Proxy |
Allplans + —_— _—

OpenAP| Specification Validation

ALL M=

3.6 zingsnis: Politikos pasirinkimas
Atsiras dialogo langas su galimy politiky sgrasu.

Pavyzdziui,Search laukelyje jraSykite Rate Limit (uzklausy skaiciaus) politikg, kad apribotume API
naudotojo uzklausy skaiciy. Paspauskite mygtukg ,Select".

Policies for Request phase X

Search
( Rate Limit *

A Performance Security Shared Policy Group Transformation Others

@ RateLimit [:::} Al - Rate Limit & Request token limit -
Caonfiguras the number of raquests allowad over a limited period This shared policy group limits the number of requests as well
of time (seconds, minutes) asthe number of token sent per request.

Select Select

Cancel

3.7 zingsnis:

Politikos pridéjimas ir konfiguravimas.

Atsiradusiame konfiglracijos dialogo lange nustatykite norimg uzklausy riba.

Pavyzdziui, nustatykime, kad vartotojas galés siysti tik 1 uzklausg kas 3 sekundes. Kitus laukus
galite palikti numatytomis reikSmémis, nebent turite specifiniy reikalavimy. Pavyzdys:

Nueikite j ,Apply rate-limiting“ dalj ir uzpildykite sekancius laukus:
» ,Max requests (static) laukelyje jveskite ,1%

.- Finansuoja ) NAUJOS KARTOS
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» ,Time duration® laukelyje jveskite ,3%
Paspauskite ,,Add policy*“.

« coback  Policies for Request phase X
- HISIG OIS LINSE 1 @LE-LLILL PUlIGs.
e Add X-Rate-Limit-Limit, X-Rate-Limit-Remaining and X-Rate-Limit- A
Reset headers in HT TP response = Quota: configures the number of requests allowed over a period of time
Apply rate-limiting (hours, days, weeks, months)
= Rate-Limit: configures the number of requests allowed over a limited period
of time (seconds, minutes)
Key ‘ * Spike-Arrest: throttles the number of requests processed and sends them
— to the backend to avoid a splke
ey ne rate-limiting will be applied Leave it
bscription pair). SupportsEL.
Use key only
e Only uses the custom key to identify the consumer, regardless c Zhmila =
ompatibility with APIM
of the subscription and plan. p
Max requests (static) Plugin version APIM version
]
1.x Upto 319
Static limit on the number of requests that can be sent (this limit is used if the value »
o) 2.x 3.20to 45
3x 4.6 tolatest
Max requests (dynamic)
Drynamic limit on the numes
limit = 0). The dynanmic value i
tion® -
. l Configuration
You can configure the policies with the following options:
Time unit *
{seconns - l Quota
The Quota policy configures the number of requests allowed over a large period
of time (from hours to months). This policy does not prevent request spikes v
Cancel Add policy
L ———

Pastaba: Jei pridesite daugiau politiky, galite reguliuoti srauto tvarkg, kuria norite, kad politikos
biity vykdomos, arba galite pridéti politiky prie atsakymo (response phase). Sioje laboratorijoje
pridésime tik uzklausy ribojimg prie masy API uZklausos.

3.8 zingsnis:

Pakeitimy iSsaugojimas Kai politika bus pridéta, paspauskite ,Save* virSutiniame deSiniajame

politikos studijos kampe.
Policies
Palicies let you customize and enhance your APl behavior and functionality
o @@

Flows @ @

Flow details

Q, Searchby name, path, or group

e 7 U

Path | PathOperator STARTS_WITH HTTP methods ALL

Request phase Policies will be applied during the connection establishment

Plan: Planas be rakty testavimui +
ALL e
Allplans +

Finansuoja
Europos Sajunga
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3.9 Zingsnis:
Pakeitimy diegimas Paskutinis Zingsnis yra diegti pakeitimus. Norédami tai padaryti, virSutinéje
dalyje atsiradusiame praneSime spauskite ,Deploy API*. JraSykite priezastj ir paspauskite “Deploy”.

This API is out of sync. Deploy API

Policies
Policies let you customize and enhance your APl behavior and functionality
poxy @@
Flows (O) & Flow details Q Z U
Q Search by name, path, or group. Path / Path Operator STARTS_ WITH HTTP methods AL
Plan: Planas be rakty testavimui +
Request phase Policies will be applied during the connection establishment
ALL i
® -+ Rate Limit -+ @ =TT Proxy
Allplans +

OpenaPl Specification validation

ALL e

3.10 zingsnis: API testavimas Norédami patikrinti, ar politika veikia, turésite atlikti uzklausas j
savo API naudodami Postman ar kitg jrankj. Jei atliksite daugiau nei 1 uzklausg per 3 sekundes,
turétuméte matyti ribojimo klaidg atsakyme. Paspauskite ,Send” Postman kelis kartus i3 eilés ir
turétuméte gauti Sig klaidos Zinute:

Body ) e <) ts D) 429 Too Many Requests

{} JSON ~

11

"message"”: "Rate limi

ri
3

Pastaba: Pakeitimai bus atspindéti po keliy akimirky. Jei i§ karto nematote pakeitimy, palaukite
kelias akimirkas ir bandykite dar kartg.
Sveikiname, jus ka tik jgyvendinote politikg!

4. APl sgsajos eksportavimas ir iSsaugojimas GitHub’e

4.1 zingsnis: Eksportuoti API konfiguracija:
o Eikite j API “Configurations” dalj.
e Paspauskite mygtukg “Export”.

"= B i j
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{8% Configuration

3] Entrypoints
(2 Endpaints
Policies

(2 Consumers

B Documentation
57 Deployment

|1 APITraffic

@© Alerts

() Debug

General

User Permissions

Projektas-Institucija-pavadinimas

Properties

Ciaparasytas APl sgsajos paskirties apradymas

Zemésinformaciné sistema
Categories

& Export | o

[} Duplicate

~“

Notifications

Max 500KB

S

Owner Jurgita Jonaityte
Created  Sep4, 2025, 9:50:40 AM
Last connection

Sep 4, 2025, 10:35:36 AM

Danger Zone

Stop the APL. It will no longer be available on all gateways.

Unpublish the API. It will no longer be available on portal.

Make this AP| public. Everyane can see it

Deprecate this API. It will no longer be published on portal

Delete this API. A running or published AP| cannot be deleted

Stopthe AP|

Unpublish the AP|

Make Public

Deprecate

e Pasirinkite Gravitee API Definition.
o Pasirinkite: Pages, Plans (nuimkite pasirinkimg nuo Groups, Members, Metadata)
e Paspauskite mygtukg “Export”.

e I8saugokite gautg failg savo kompiuteryje.

Export API

Cravitee API definition

Include additional data

O Groups
2

O Members
" Pages
o Planz

[0 Metadata

4.2 zingsnis: |kelti failg j GitHub.

o Grjzkite j savo GitHub API kataloga.
o Paspauskite Add file — Create new file.

apigw-ext-nonprod / institucijos / vssa / api_pavyzdys / (0

£ Jongita Create api_pavyzdysyaml @

Name

spec

o Laukelyje filename jrasykite: “gravitee/gravitee-export.yaml”

Create api_pavyzdys yami

o Jklijuokite eksportuoto failo turin;.

4.3 zingsnis: Sukurti pakeitimus (commit)
o Paspauskite Commit changes.
o |veskite pakeitimy apraSyma.
o Pasirinkite Create a new branch.

= \V/SSA

** %
* *
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* *
* ok
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e Paspauskite Propose changes.

Propose changes X

Commit message

Create gravitee-export.yaml

Extended description

Eksportuota APl s3sajos konfiglracija i5 Gravitee

O commit directly to the main branch

O Create a new branch for this commit and start a pull request Learn

more about pull requests

{1 vssa-patch-1

Cancel Propose changes

e Tada pasirinkite Create pull request.

Add a title
Create gravitee-export.yaml
Add a description
Write Preview H B 7 = < & = = 9oz @ @ 2 &«

Eksportuota AP| sasajos konfigdracija i Gravitee

LI Markdown is supported [E Paste, drop, or click to add files

Create pull request -

(i) Remember. centributions to this repository should follow our GitHul Community Guidelines.

4.4 zingsnis: Pakeitimy patvirtinimas

Toliau testi galésite tik tada, kai pakeitimus patvirtins APl GW administratorius.

m ST E'"a"su°JSa . NAUJOS KARTOS
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° Review required

Code owner review required by reviewers with write access,

A1 pending review »

Merging is blocked
Waiting on code owner review from VSSA-LT/api_gw_vssa-lt_admin.

(] Merge without waiting for requirements to be met (bypass rules)

Merge pull request « | You can also merge this with the command line. Wiew command line instructions.

Add a comment

Write Preview H B I i= <> & = = o= ¢ @

Add your comment here...

G Markdown is supported [E Paste, drop, or click to add files

i1 Close pull request

Kai pull request bus patvirtintas, matysite Zyma, kad pakeitimas priimtas.

4.5 zingsnis: Sujungti (merge) ir iStrinti branch’a:

Paspauskite Merge pull request.

° Changes approved

1 approving review by reviewers with write access.

~" 1approval »

Mo conflicts with base branch
Merging can be performed automatically.

Merge pull request - lo- can also merge this with the command line. View command line instructions.

Tada pasirinkite Confirm merge.
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Commit message

Merge pull request #2 from VSSA-LT/VSSA-patch-1

Extended description

Create gravitee-export.yaml

This commit will be authored by 157693979+Jongita@users.noreply.github.com.

IStrinkite sukurtg branch’a.

5. OAuth2 apsaugos nustatymas

5.1 zingsnis: Resurso sukurimas

1. Eikite ] APl — Configuration — Resources skilt].

Projektas-Institucija-pavadin Configuration

CEXD G

{8% Configuration

General User Permissions
3] Entrypoints
Endpoints
Policies Projektas-Institucija-pavadinimas

Cansumers Ceseription
B Documentation
&7 Deployment

Wl APITraffic

@© Alerts

@ Debug

= Categories

2. Paspauskite Add resource.

Projektas-Institucija-pavadin.. Conﬁgu ration

® started J > Published

{8} Configuration

Genera User Permissions Properties Resources Moti
Entrypoints
Endpoints
API Resources
Policies Resources are linked to the APl lifecycle. They are initialized when the APl is

Consumers policies to enhance API behavior.

Documentation

Q ltemsperpage: | 25w -1
Deployment
API Traffic Name Resource type
Alerts
OpenAPI Specification o Content Provider Inline Resource

Debug

Cia paradytas AP| sasajos paskirties apradymas

Zemes informacine sistema @

Manage general settings, user permissions, properties, and resources, and track changes to your API

Properties

e 100

& eport b @) puplicate

starting and released when APl is stopped. Resources are used via the AP|

Owner

Clekhereordragan |
image

Max 500K

Jurgita Jonaityté

Created  Sep4, 2025, 9:50:40 AM

Last connection

Sep 25, 2035, 5:01:46 PM

Manage general settings, user permissions, properties, and resources, and track changes to your API

fications Audit Logs

3. 18 sgraso pasirinkite Generic OAuth2 Authorization Server.
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Add API Resource

a
Ai Cache QOauth2 Others
% Al Model Text Classification
The resource is used to fetch and invoke a text classification model for Gravitee Policy
Cache
The resource is used to maintain a cache and link it to the APl lifecycle. It means that the cache is initialized when the
D Content Provider Inline Resource
O
The resource is used to store an inline text and provide it to compatible policies.
o Generic OAuth2 Authorization Server
The resource is defined to introspect an access_token generated by a generic OAuth2 authorization server.
¢ Gravitee.lo AM Authorization Server
The resource is defined to introspect an access_token generated by a Gravitee.io Access Management instance.
v

Close

4. Uzpildykite reikiamus laukus pagal savo Authorization serverio nustatymus:
o Bazinj jasy autorizacijos serverio URL, kelias introspekcijai ir pan.
o Rekomenduojama naudoti POST metoda.
o UZpildykite kitg informacijg pagal jlsy serverio ypatumus.

5. Paspauskite Save, kad iSsaugotuméte resursa.

5.2 zingsnis: Plano sukarimas ir pririSimas prie resurso
1. Eikite j APl - Consumers — Plans skilt;.
2. Paspauskite Add new plan.
3. Pasirinkite plang su autentikacija per OAuth2.

Projektas-Institucija-pavadin... c°nsumers

® Started © Published

Manage how your APl is consumed

{8} Configuration

Plans Subscriptions Broadcasts

3) Entrypoints

@ Policies

STAGING (0) ./ PUBLISHED(1) DEPRECATED (0) CLOSED (3) LS
(> Consumers
B Documentation Name Type Status on
JWT
5J Deployment JWT (Geogle OIDC) IWT PUBLISHED 1
I API Traffic " APIKey

© Alerts
() Debug

Keyless (public)

4. Uzpildykite laukus:
o General — bendrieji plano duomenys (pavadinimas, apraSymas).
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o OAuth2 authentication configuration — pasirinkite pries tai sukurtg resursa.
o Restriction — nustatykite apribojimus pagal poreikj.
5. I8saugokite plana.
Rezultatas:
« Siais dviem Zingsniais sukonfigiruojamas Token validavimas.
o APl tampa apsaugotas — prie jo galima prieiti tik su galiojanciu OAuth2 token.

o Kad vartotojas galéty naudoti API, jam reikia atlikti subscription.
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Pakeitimai

Cia pateikiama trumpa dokumento versijy pakeitimy apzvalga.

DOKUMENTO VERSIJY ISTORIJA

Versija

Data

Autorius

Aprasymas

2.1.0

2025-09-25

J.Jonaityté

Pridéti nauji zingsniai 2 dalyje:

* 2.7 zingsnis — Nustatyti Entrypoint (Context-
path)

* 2.8 zingsnis — Nustatyti Endpoint (Backend
target URL)

Atnaujintas 1.2 Zingsnis — Sukurti API kataloga:
pasSalintas reikalavimas turéti DCAT kataloga

Atnaujintas 4.1 Zingsnis — Eksportuoti API
konfigdracija: pakeistas pasirinkimas i§ CRD
API Definition j Gravitee API Definition.

Pridétas 5 skyrius — OAuth2 apsaugos
nustatymas

2.0.0

2025-09-06

J.Jonaityté

Dokumentacija parengta pagal Gravitee v4.
Lyginant su ankstesne v2 versija, reikSmingai
pasikeité tiek naudotojo sgsaja, tiek politiky
(policies) valdymo logika, todél buvo atnaujinta
ne tik ekrano vaizdai, bet ir pakeistos atlikimo
sekos.

Atlikti pakeitimai dokumentacijoje:

e Atnaujinti visi ekrano vaizdai, atitinkantys
Gravitee v4 aplinka.

e |traukti nauji skyriai:

o API katalogo struktdros ir API
apra$o jkélimas j GitHub.

o API sgsajos eksportavimas ir
iSsaugojimas GitHub’e.

o Papildytas skyrius apie API sgsajos
importavimg, konfigiravimg ir testavimg —
jtrauktos instrukcijos, kaip prisijungti prie
Developer Portalo ir kur rasti savo API.

1.0.0

2025-01-14

K. Zakarevicius

Pirmoji dokumento versija (pagal Gravitee v2)
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